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SSL Handshake Protocol

Client Hello

Initial Client Message to Server
Server Hello

Server Certificate
Server Key Exchange
Client Certificate Request
Server Hello Done

Server Response to Client

Client Response to Server Elct it ik

Client Key Exchange
Certificate Verify
Change Chiper Spec
Client Finished Message

Server Final Response to Client

Change Chiper Spec

Server Finished Message




SSL Handshake Protocol

v TLSv1l.2 Record Layer: Handshake Protocol: Client Hello

Initial Client Message To Server Content Type: Handshake (22)
Version: TLS 1.0 (0x0301)
Length: 195

v Handshake Protocol: Client Hello
: Handshake Type: Client Hello (1)
Version Number Length: 191
Version: TLS 1.2 (0x0303)
» Random: 900el5a8l4bfaff8c43ed3ab6el2cl8c9cO51lcffar’36d6
Randomly Generated Data Session ID Length: 0
Cipher Suites Length: 96
» Cipher Suites (48 suites)
Compression Methods Length: 1
Compression Methods (1 method)
. Extensions Length: 54
Chlper Set Extension: ec_point_formats (len=2)
Extension: supported_groups (len=8)
Extension: SessionTicket TLS (1len=0)
Extension: signature_algorithms (len=28)

Client Hello Session Identification(Session |ID)

v

Compression Algorithm
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SSL Handshake Protocol
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Server ReSPOnse to Cl|ent TLSv1.2 Record Layer: Handshake Protocol: Server Hello
Content Type: Handshake (22)

Version: TLS 1.2 (0x0303)
Length: 53
Server Hello v Handshake Protocol: Server Hello
Handshake Type: Server Hello (2)
. Length: 49
Version Number Version: TLS 1.2 (0x0303)

v Random: 5be3110242fd5fc24311222bd458234098c7198e5212e%da...

Randomly Generated Data GMT Unix Time: Nov 8, 2018 01:21:06.000000000 CST
Random Bytes: 42fd5fc24311222bd458234098c7198e5212e9da8dc29

Session ID Length: ©

Cipher Suite: TLS_ECDHE_RSA_WITH_AES_128_G(OM_SHA256 (0xc@2f)

: . Compression Method: null (@)
Clpher Suite Extensions Length: 9

» Extension: SessionTicket TLS (len=0)
Compressign Algorithm » Extension: renegotiation_info (len=1)

Session ldentification



SSL Handshake Protocol

v TLSv1l.2 Record Layer: Handshake Protocol: Certificate

Sel"VeI” ReSPOnSG tO Cllent Content Type: Handshake (22)

Version: TLS 1.2 (9x0303)
Length: 3501
v Handshake Protocol: Certificate

Server Certiﬁcate Handshake Type: Certificate (11)
Length: 3497

Certificates Length: 3494
N RN N v Certificates (3494 bytes)
Sel’vel‘TE E E’E/\J-LIE ‘B'ttﬁk Certificate Length: 2355
v Certificate: 30820921308208172a003020102020c21led2cc2f1092c666b... (id-
» signedCertificate

i;_é.//a\cliento 'IIE:I:B%EEIJ @% » algorithmIdentifier (sha256WithRSAEncryption)
Padding: ©
encrypted: b9eca708df8dd588221c566ad0036100cc2fd3f9e3e74ed7...
Hﬁ%ﬁﬁ‘ﬁ E/\J /A/_-EH -IIE:I:E’_EEE E/\] Certificate Length: 1133
o

v Certificate: 30820469308203512003020102020b040000000001444ef0... (1id-
» signedCertificate

\—JPKI\T-I_?: » algorithmIdentifier (sha256WithRSAEncryption)
H ;L_ + Padding: ©

encrypted: 462aee5ebdae®160373111867174b64649c81016fe2f6223...
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SSL Handshake Protocol

v TLSv1l.2 Record Layer: Handshake Protocol: Server Key Exchange
Content Type: Handshake (22)
Version: TLS 1.2 (0x0303)

Server Response to Client

Length: 333
Server’ Ke)’ EXChange v Handshake Protocol: Server Key Exchange
Handshake Type: Server Key Exchange (12)
Length: 329
iz .’//_kEj- El’] éJ:— v EC Diffie-Hellman Server Params

Curve Type: named_curve (0x03)
Named Curve: secp256rl (0x0017)

*ﬁﬁ’\ﬁﬁzﬁqjﬁﬁgﬁeﬂﬁﬂﬂz Pubkey Length: 65

Pubkey: ©04b7e0c40071d1bd15b764b8c3b0770e36520c1f9f1e5168...

+ 2 TS Y v Signature Algorithm: rsa_pkcsl_sha256 (0x0401)
E/‘JSIZTT_I' =] }:I jJu’Z Ellj Signature Hash Algorithm Hash: SHA256 (4)

Signature Hash Algorithm Signature: RSA (1)

Hj—, Zl_/ﬁ\FEEiX—?L/F Sgnature Length: 256

Signature: 2acf2194280deef369016bd7012117837Te/135936¢c32957 ..




SSL Handshake Protocol

Server Response to Client

Client Certificate Request

X—HErIER], E—%ServerFZBE2IEclient® AR AR, —A
=
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SSL Handshake Protocol

Server Response to Client

Server Hello Done

v TLSv1l.2 Record Layer: Handshake Protocol: Server Hello Done
Content Type: Handshake (22)
Version: TLS 1.2 (0x0303)
Length: 4
v Handshake Protocol: Server Hello Done
Handshake Type: Server Hello Done (14)
Length: ©



SSL Handshake Protocol

Client Response to Server

Client Certificate

WIREZFimUE] 1 Client Certificate Request, FFin=z FEIEE 2HNIE

HRI1EZEServer, ZUBEEEFinB ST,



SSL Handshake Protocol

o v TLSv1.2 Record'Layer: Handshake Protocol: Client Key Exchange
Cllent ReSPOnse tO Server Content Type: Handshake (22)

Version: TLS 1.2 (0x0303)
Length: 70
v Handshake Protocol: Client Key Exchange

Handshake Type: Client Key Exchange (16)
Length: 66

v EC Diffie-Hellman Client Params
Pubkey Length: 65

: = T P : f .
ClientFHServerfy /2581022 ubkey: 042eed82aeafd3db3007b334a1e2201811d6762b9c240e48

pre-master Z f5, &IiX%q

Server

Client Key Exchange



SSL Handshake Protocol

Client Response to Server

Client Key Exchange

LEEE AR —MIE /A FiE: Client Random #[] Server Random #F3REXZEl Z
fa, EX—FZER—TFTEIBENLEY pre-master-secret, AFERALFUEHR
AN/ EASEIN%E pre-master-secret FF & 1%%8Server, Server=FHTATANREH A

FAN02E T B pre-master-secret. AR5 5 Z BUIXX F &P A 11EHY M 1"Random, FB
PRFEEEAE fimaster secret,

L T AR R iERIKey RIBRITZRR B 1[G,




SSL Handshake Protocol

Client Response to Server

Client Key Exchange

A’ PreMaster Secret

Client Random Server Random

PreMaster Secret

Client Random

Server Random

"CCC?

PreMaster Secret

Client Random

Server Random

—

PreMaster Secret

hash @

hash @

PreMaster Secret hash

MD5S PreMaster Secret
MD5
Y Y
hash hash hash

Master Secret




SSL Handshake Protocol

Client Response to Server

Certificate Verify

IXSEFimTHIRE T EFImETERRNT = RIALLEE . AXRNIEE
FimiEBRISIE S



SSL Handshake Protocol

TLSv1.2 Record Layer: Change Cipher Spec Protocol: Change Cipher Spec

Client ReSPOnse to Server Content Type: Change Cipher Spec (20)
Version: TLS 1.2 (0x0303)

: Length: 1
Change CIPheI" Spec Change Cipher Spec Message

H*Server Client Finished)E B Z G EIE BE =K Z Bt
keys A M INZRE AR HITIE(S

Client Finished



SSL Handshake Protocol

Server Final Response to Client

: v TLSv1.2 Record Layer: Handshake Protocol: New Session Ticket
Change CIPheI" Spec Content Type: Handshake (22)

Version: TLS 1.2 (0x0303)
Length: 202

%%uChentZEE’\]ﬁﬁE v Handshake Protocol: New Segsion Ticket

Handshake Type: New Session Ticket (4)
K Length: 198
E/\]}ﬁ,u\%ﬁ/\“'ﬁazg[j 'UJ » TLS Session Ticket
v TLSv1l.2 Record Layer: Change Cipher Spec Protocol: Change Cipher Spec

Content Type: Change Cipher Spec (20)

PE'.\]_EI’{H(eysl}/{&jJI]E%; Version: TLS 1.2 (0x0303)
Length: 1
;E\ J— 1?‘:‘ Change Cipher Spec Message

Server Finished



SSL Record Protocol

Session Keys

Session KeysFHmaster secretZ21dRFCHIERIPRF A (Pl iE) BHIERE 3
hashZ 5 &H Iz HEAZIIEENIKE) RER, Session KeysBlZZE /M
T2 5H (BRIEER6T)

Client Write Mac(Hmac) Secret
Server Write Mac(Hmac) Secret
Server Write Key
Client Write Key
Server Write [V *
Client Write IV *
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1) BRZAS: TLSIERZARINSSSLICRKAETVIEE], (BRRASHIEARIE, TLSAYARRZSI.0OERBIRRZAS ASSLV3.1,

2) IRXEFIRG: SSLv3.OFITLSHIMACE JE MMACITEIVEEAE, TLS{ER TRFC-2104F X HIHMACE E, SSLV3.OfERA THIUUMNE LR, MEZEE
FSSLv3.09, IERFNERBHAZBRKANEERZIZEE, MHMACEAZRANEESEE., EEMENTEIZEZBRE.

3) fRBEALERZEN: TLSIER 7 #RIPRFRYCABEA R EBRIGZ AT BRABIEIR, EEXRENAIN,

4) HREMES: TLSZFF/LFFRBRISSLVI.0ORE(CEE, MATLSEAHTEN TRZIRERL, WK (decryption_failed) . iC% i@t
(record overflow) . ZRAEICA (unknown ca) . FEf&i5|a] (access denied) 3,

5) BXIEMZEFUEF: SSLv3.0FITLSFE D= ZER, BITLSASZi5FortezzaZ iR, MR E I EZMZEF U,

6) certificate_verifyFlfinished)HE : SSLv3.0F]TLSTE Fcertificate_verifyFlfinished;B 21T EMDSFISHA- 1 85IIEEY, TEAMAB/MFER, BEZE 4
HE,

7) DNZITE: TLSESSLv3.0EITEEZR{E (master secret) BN A INAE,

8) iE?E AP HIRINZ Z B FRIEMAVETF T, ESSLH, ERENAERERAEIZE R KENS/NEHE, METLSH, EXFREHERE
AR EZENRKENESRAE (BEZNGEARKEN255FT) , XMAIVA MU IEEFNIRIKEHITO I
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Always believe that something wonderful is about to happen



